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10 December 19 54 


MEMORANDUM FOR; Deputy Director (Administration) 

SUBJECT; Special Stud y Group Jec.uri.ty 

1? e c omro e nTations . 
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Transmitted herewith are the comments of the 
Security Office on the recommendations with respect 
to security of the Special Study Group. 
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Sheffield Edwards 
Director of Security 


Attachment: One 
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10 Decarsber 1>5U 


SECUBm OFFICE COMMENTS 08 TOE R£CCfe-vt.Mf)ATIG^6 
£F IBB SPECIAL STOBZ 08 COP 


1* Klimimtion, to the mxlwtra extent practicable, of provisional and 
prslis&aary daftranoee In the security processing of prospective Agency per- 
sonae 1* (Action Security) 

COtmHT* It iB recognised that it is undesirable to have provisional and 
jawliKinary clearances, and every mans possible is being need 
to (Encourage and eliminate such clearances* There is need, 
however, for an exception to cover hardship caws, usually in 
the clerical category, w!»re the delay in eow&ttirtg a person 
to employment night result in hia loss to the Agency* 

25X1A 


03; «LEMT* As a result of recent studies, certain recant stations have been 
prepared for consideration which relate directly to the field of 
sevsrt personnel security processing* ieesssaxy action will be 
taken in the issediate future to Implement those woonsendations 
which will result in material improvement along the lines sug- 
gested by the Oofianittee* 


3. Isrsediate completion of full field investigations and polygraph 
exasdnations of the several hundred Agency personnel who have not yet been 
fully processed* (Action Security) 

OOMtSHT* The statement "several hundred gency personnel who have not yet 
been fully processed* is not accurate* All staff personal liave 
been fully processed, with the exception of sose few military per- 
sonnel who were accepted on the basis of ten years satisfactory 
previous active service and upon who® full field investigations 
haw not yet been completed by this office* with respect to the 
[ polygraph program, there remain at this time only seven staff 
/ asg&cyseB who haw not received a polygraph interview,- - This pro- 
' %rm is considered current. 


U* Establishing of uniform and tighter security procedures at Head- 
quarters and suitable safeguards in the field, the better to insure the securi- 
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ty of the Agency** facilities, operations# source and methods* (Action 
Security) 

<,Gr.'ENT* Thi* reocesnendatloa i* stated in sueh broad teraa that it is 
difficult to answer it specifically without having the benefit 
of trs© information that the Study Group us d, upon which they 
''seed this recosawendation. Heedless to say, this Office is 
exerting every effort to standardise and tighten security pro- 
cedures and safeguards loth at Headquarters ant; in the field* 
Aeon# the i tests be in given particular attention at t?» soeent 
are Iwprovesent of the classified waste procedures, requiring 
clearances of char force personnel, tightening re gui resects 
and giving special traicin to the guard force, tightening en- 
trance requirements of Public u iloing Services employee* into 
Agency facilities, strengthening the Top Secret Control pro- 
cedures end installing additional electric alar* systems in 
field offices* 


5. Insurance of the closest possible coordination of the counter- 
espionage activities of the covert services with the over-tU counterintelli- 
gence activities of the Office of Sec jrity to prevent, or detect end eliminate, 
any penetrations of *I*A* (Action Security) 

COfrMLKT » Steps are new ' strife taken with the newly designated CJiief of 

Staff C/fl/W? to effect closest possible coordination* This 
Office Is quite cptirdctic in anticipation of effecting a r»ore 
satisfactory degree of coordination between the two offices. 


6. Ausasentation of the present sound, policy of polygraphing all new 

employees and all personnel returning froa overseas assignments to include 
periodic reehnek* of all personnel, on a sore comprehensive baeis, whenever 
effective counterintelligence practices indicate. (Action Security) 

C(2«l NT* This policy is in effect at this tire, in that all new employees 
and all overseas returnees are being polygraphed* he-polygraphing 
is being acocwplishwd whenever indicated in the interests of CE or 
any other specific interest* It is considered that this program 
is adequate and effective in the counterintelligence prefers** 

' *. 

v 

7* Creation of greater security consciousness on tlw part of all per** 
aonnel by improving initial indoctrination coureeo and by conducting regular 
"aeeftraty ewu rences" programs . (Action Security) 

cdflftHT * The security indoctrination program is given constant attention. 
The initial security indoctrination lecture has recently been 
revised and considerably improved. Planning is now under way to 
carry out an Agency-wide security re-indoctrination by mans of 

a stcvle fils which will carry a sect; r it., message from the 1C1 


- 2 - 
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25X1A 


8 ^ ritgr U]Ua ** "S»»»nutiw 
oon “ r “' d «<■' •«* 

. .*• feoSiUos of MUtn penalities upon eapiayeee & U ,y and all 

W * *<^ntl, ar iaHhsrf Btu (,cti£ SLity) 

• ,(MSS7 ! P** security regulations spacifically concerned with n.. 

v ^tioas h&m beer. xwrittoii and are presently £/ J{ 
xs. the haae.a or W* fcegulotio&s :etttra e-Uff for publication. 
it J* : .-.U Ilshat! ia the* proposed regulationa, ere 

»*«t Aorth m -iln-MUi - in each case, as opposed to tbs tormr 
regulation which set forth the penalties as a "guide « n . 
though the proposed regulations do not mk» the penalties amr 

^ #*Uldichaeat «ini«ua 

**®£J*2! !f l r “S‘ U * a 4,1B01 * ri ^ d plication of the 

Ac f ma tbs hoard. An Agency notice ie In process of 
prepare ti«^ warning all pe rsonnsl that violations of Top iecret 
Control procedures Kill be considered as security wrduUoaa. 

9 * Lstahllshnsnt of s unifeun cjrttas for tbs *»»■—< itjon ta ail am. <_ 
seas Missions of regular reports on the status of personnel, physic®! doeu 
"»«*• 1 — OU at «curi W .“ 
of security slti* copies to the Inspector (Jeaeral and to tbs 
appropriate division of th® Lcputy LirecUur of Plans* (action „!)/*’} 

CCastmHT* An informal arrangesont has besa established for the s-ihaiasion 
— y~ riadic (*wth l ir) ruaorts hv th* S ecurity Officers in the 

respectively, fhece re~ 


j 


•**«•« through the approprilu^isIoL oTtt* 
f©/i» share copies are retained for their inforwaUon. Xnaewcfa 
ae the topics covered ara exclusively security aatiera. no ar- 
rangssents axe adds for 8ur«it ting copies to the Inspector 
hsmrtl* Uowmr, this Office would aatawaticslly apprise the 
Inspector General of a a* feature disclosed is such reports which 
would bo of interest to his. ‘Sim ieoority Office will urge tho 
iWr ** 811 aiseico* and stations submit periodic security 

reporU, including those not staffed with Ml-lioe iocurito 
•fficor*. This Offioe will supply fores for such reporting, 
as additional becuiity Officers are assigned i* stations in other 
ioi^iaA areas, they will he required to outwit reports as 
(Mentioned above. 


aiae^iL 1 ?* p * <;Uom ** ** Security Office of overseas 

CD/P'S divisions, staffs, and facilities in the United 
States. {Action Security) 

CCtiii.iT* The Security Gi'fioe concurs in the need for these inspections. 


•3» 
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however, action i« this regard Is extrcsely dependent upon 
recognition by the DT/F an d -Chiefs of Missions of the used 
for such inspections* The Tl rector of Security is nos 
planning aa inspection trip in January to cover various ais- 
sitms and stations in the WE and EE «rus* this Office 
intends to pursue the point with the KD/f toward a astasia 
tasterstanding of the need for this service., so Uwt it my 
be inet listed aa a regular routine practice# 


13* Rigid adherence to the *neod-to»kno** re<3Uim»nts as the basis 
for dissemination of classified intelligence developed by the covert 
eervicos and for intra-Agency dissealaation of classified data, (Action 
rt/P in coordination with DD/1) 

COfelShfi The first feature cited above concern,? the aeed~W~ <cuow re- 

quireasont for the dlesantnatloa of <iUr^ifi*d intelligence de- 
veloped bv th* covert s'tmce# and is therefore properly the 
responslhil ity of the DT/P in coordination with Use Ei/l. 

With respect to the second feu burs conceriUni; iatne^wicncy 
dieseaiaaUoa of olaeeif ied data, this Office recently cow- 
pleted surveys severing the control aad dies— inatlou «f Top 
Secret caUriel «ltl.ln CIA and of classified mterial to sources 
outside of CIA* A report on the f armor aureey has u#eu subedited 
for iaplessenutiott aad a report on the outside diteesamtton is 
now in process of preparation. 


12# Continuous indoctrination and guidance to correct natural 
tendency to overeUasiiy document* originating la the Agency* (Action 
Security) 


25X1A 


GCSIME’S* 


The CIA classification a gMJMa* a s 
10SC1 and Agency Kotloe l 1 1 


prescribed by Executive Order 


25X1A9a 


is still in the fores tive stage J 
The newly appointed CIA Top Secret Control Officer is also aeUiJ_ 
as the CIA Classification Control Officer# This Office will give 
every assistance to the CIA deeelficaUea Officer In the 1»> 


doc trination aad guidance of CIA personnel la the: natter of ap- 
plying the proper classifications to sensitive Uriel# 

\ ■> 


■ V. 

13* Promulgation of definitive standards and proesdufes governing 
cover for the guidance of all personnel# There should be a coaUmiag 
program of Monitoring cover la foreign installatione. Pereonoel departing 
for overseas aealgnaente should m uore adequately briefed conoerair*, the 
Importance of cover ^em rally, am! in particular their mission and personal 
cover# (Action IS3/1*) 


COShSTi The Security Cffios has no c (meant to offer sith respect to this 
natter other than to re-eaphasise its readiness and willingness 

«4i#» 
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25X1 C 


to MfldLtt the ftrlwt ciaporant* of the in coordination 

with fl/Plmm/Ceror Uivteio*, in resolving any cover or related 
rroblctsa throat ito investigative facilitiee ate support m» 
tivitiee or threugh consul teiion where appropriate. 



25X1A 


!?• Concentration of ClA’a Ueas^Mrter* opwratioao in fewer taildinga ' 
with increased exphaei* in the interia on improvement ef the physical securi- 
ty «r CIA’s raiy buildings and the classified date and Materials contained 

therein. (Action ri/i.) 

CO&ZWlt Use Security Office concurs in this reoooKendetlon. 
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